
In the last two decades, information and communication technology 
(ICT) has become a central part of social, cultural and economic life for an 
increasing number of businesses and individuals. As such, the availability, security, and 
integrity of ICT systems has become extremely important on different levels in society. If the 2017 
Wannacry NHS ransomware attack has taught us anything, it’s that malicious activity is very much alive 
and kicking and that most organisations are either not prepared or they are underfunded in the area of 
ICT and cybersecurity risk management. In the current climate of major data breaches amidst an ever-
shifting cyber threat landscape, banks and other financial institutions, because of their vast volumes of 
valuable financial data, are under increasing pressure to keep customer data safe from hackers and 
fraudsters.

SEACEN members’ economies, like those in the rest of the world, are embracing a digital future as 
the foundation for prosperity, growth and security of our societies. With increased globalization and 
inter-regional expansion of banking and financial services, member central banks and monetary 
authorities are becoming ever more aware of cyber risks in their regulated institutions and may even 
be vulnerable themselves to a full spectrum of cyber threats, cybercrime, attacks, espionage and other 
malicious activities. Failure to monitor and control networks may expose SEACEN members to real 
risks that may affect their national security and economy. Indeed, Asia Pacific saw the highest number 
of compromised records and security events in the first half of 2018, accounting for close to 40% of 
global cybersecurity incidents and 30% of compromised records worldwide. In 2017, Asia suffered 
US$1.75 trillion in economic losses, or 7% of its GDP from cyber-attacks.

Cybersecurity has never been more crucial to ensuring that SEACEN member economies function 
smoothly and safely. Daily reported news related to large-scale cyber-attacks like the WannaCry and 
NotPetya attacks in 2017, and other major hacks and data breaches such as the recent Facebook 
case where up to 87 million users were affected by Cambridge Analytica’s improper collection and 
sharing of personal information for political and commercial purposes, have endangered online privacy 
of individuals and may even have altered the outcome of elections, including some in our continent.

SEACEN member central banks and monetary authorities are committed to strategies that will result in 
measurable enhancements to the cyber resiliency of the financial sector and financial stability. Given 
the dynamic and highly sophisticated nature of cyber risks, collaboration between the public sector and 
private sector toward identifying and managing these risks is imperative. 

The objective of this SEACEN Policy Summit on Central Bank Leadership in Combating Cyber Risk 
is to bring together senior central bank / monetary authority officials, private sector representatives, 
chief information security officers (CISOs), and academics with regional and global thought-leaders 
to discuss pressing issues relating to cybersecurity, identify challenges and possible solutions, and 
foster networks that will help put central banks and monetary authorities in the vanguard against these 
looming threats. 

AGENDA
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Friday, 14 June 2019
(Open to SEACEN stakeholders, financial institutions, policymakers, and the general public)

Time Session

09:00 – 09:30 Welcome and introductions
Dr. Hans Genberg, Executive Director, The SEACEN Centre

09:30 – 10:15 Keynote Address:  The Three Lines of Vulnerability – Culture, Conduct, 
and Cyber Risk

Presenter: 

Stephen Scott, Founder and CEO, Starling Trust Sciences (confirmed)

10:15 – 10:45 Coffee/tea break

10:45 – 12:00 Central Bank Leadership in Addressing the Human Element of 
Cybersecurity:  Qualifications and Integrity of Staff

Chair:

Dr. Hans Genberg, Executive Director, The SEACEN Centre

Presenters and discussants:

Stephen Scott, Starling (confirmed);

Gregory Sim of Standard Chartered (Singapore – confirmed);

Alvise Grammatica, ECB (confirmed).

Coverage:

• Behavioral traits that are early-warning signs of malicious insider 
behavior

• Prevalence of insider threats and risk management
• Promoting cybersecurity hygiene
• Addressing the shortage of cyber risk management talent and skills

12:00 – 13:00 Lunch

13:00 – 14:15 Emerging Cyber Threats to the Financial Sector and Cybercrime
Chair:

Mark McKenzie, Senior Financial Sector Specialist, The SEACEN Centre

Presenters and discussants:

Mr. Thomas S. Dougherty, Regional Legal Advisor for Cybercrime, U.S. 
Department of Justice, U.S. Embassy (confirmed);

Mr. Mohd Zabri Adil B. Talib, Head, Digital Forensics Department, Malaysia, 
CyberSecurity Malaysia (confirmed);

Brian Ritchot, Principal Security Specialist, Bank for International 
Settlements (confirmed).

Coverage:

• Inventory of serious cyber threats to financial institutions in 2019
• Cybercrimes and law enforcement:  preservation of evidence and 

forensic investigations
• Mutual legal assistance
• Cyber terrorism
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continued... Program Agenda (Friday, 14 June 2019)

Time Session

14:15 – 15:30 Financial Technology (FinTech) and Non-traditional Financial Services 
Providers and their approach to Cyber Vulnerability

Chair:

Aziz Durrani, Senior Financial Sector Specialist, The SEACEN Centre

Presenters and discussants:

Mr. Malikkhan Kotadia, Co-Founder and Chairman – Finnovation Labs, 
Singapore (confirmed);

Ms. Maricris A. Salud, Acting Deputy Director, Technology Risk and 
Innovation Supervision Department (TRISD), Bangko Sentral ng Pilipinas 
(confirmed);

Mr. Ser-Jin Lee, Regional Head of Government Relations, Grab Financial 
Group (confirmed).

Coverage:

• Entrance of “Big Tech” (Google, Amazon, Facebook, Apple, Microsoft) 
into financial services – implications for cyber risk

• Expansion of companies such as Grab and Uber into the e-wallet and 
how they deal with data protection and cyber vulnerabilities

• Open APIs – implications for cyber risk

15:30 – 16:00 Coffee/tea break

16:00 – 17:00 The Emerging World of Cyber Risk Insurance
Chair:

Dr. Shanty Noviantie, Senior Financial Sector Specialist, The SEACEN 
Centre

Presenters and discussants:

Ms. Naureen Rasul, Senior Vice President, Regional Cyber Practice Leader, 
Asia Specialty Practice, Marsh (Hong Kong) Limited (confirmed);

Mr. Khairudin Pie, Information Security Manager, Standard Chartered Bank 
Malaysia Bhd. (confirmed).

Coverage:

• Difficulties in pooling and pricing risk
• Challenges of moral hazard and adverse selection
• Conflicts between insurers and the insured parties over “silent cyber,” state-

sponsored cyber attacks, timing of payouts

17:00 – 17:30 Closing comments
Dr. Hans Genberg, Executive Director, The SEACEN Centre
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Daniel Chin is the director of the Risk Specialist and Technology 
Supervision department of Bank Negara Malaysia. His key 
responsibilities include policy development, surveillance and supervision 
of technology risk of financial institutions. Prior to his present role, 
Daniel was a consultant with Oliver Wyman, a management consulting 
firm specialising in financial services. 

Daniel has a Masters degree in Engineering from Cambridge University, 
UK.

Daniel Chin

SPEAKERS
(in alphabetical order)

Since 2014, when he joined the European Central Bank in Frankfurt 
(Germany), Mr. Grammatica has been in charge of digital security as Head 
of the Digital Security Services Division within the Information System 
department, and chairs the Security Risk Management Working Group of 
the IT Committee of the European System of Central Banks. His Division 
is responsible for all aspects of digital security, from risk management to 
policy setting, from security operations to security engineering.

From 2006 to 2014 Mr. Grammatica was Head of Unit at Europol, the 
police office of the European Union based in The Netherlands, in different 
roles including enterprise architecture, IT strategy, planning and portfolio 
management, and information security management. Europol is a high-
security environment processing EU-classified information.

Alvise Grammatica

Prior to Europol, from 1998 Mr. Grammatica worked with the consulting practice of Accenture, out of 
a pan-European office located in France. He provided security consulting services to clients in many 
European countries across different industries. Before leaving Accenture as an Associated Partner, over 
time he held different roles in the security consulting practice, including Head of security consulting in 
Europe and Global lead of the Accenture security offering.

At the start of his career, Mr. Grammatica worked in Italy as software engineer and technical architect.

Mr. Grammatica holds a master degree in Philosophy and Computer Sciences.



Ser-Jin Lee is the Regional Head of Compliance and Government 
Relations for Grab Financial Group. Prior to this, Ser-Jin was with the 
Monetary Authority of Singapore (MAS) where he held leadership roles 
in international relations and as head of the MAS New York Office. Ser-
Jin holds degrees from both the London School of Economics and the 
University of Chicago.

Ser-Jin Lee

Ms. Maricris A. Salud (Tetis) is a senior Bank Officer of the Technology Risk 
and Innovation Supervision Department (TRISD, formerly Core Information 
Technology Specialist Group), the department within the Bangko Sentral 
ng Pilipinas (BSP) in charge of providing IT risk supervision, cybersecurity 
and fintech oversight to banks and other BSP-supervised financial 
institutions (BSFIs).  For the past thirteen (15) years in TRISD, she gained 
solid foundation and exposure to varied and challenging assignments 
involving different facets of IT onsite and offsite supervision, payment 
systems oversight, cybersecurity and policy development.  

Ms. Salud is currently the head of the Cybersecurity Surveillance and 

Maricris A. Salud

Oversight Group tasked to institutionalize cyber resilience in the financial system.   She has likewise been 
involved in various BSP initiatives and projects aimed at enhancing BSP’s regulatory and supervisory 
frameworks on cybersecurity, technology risk management, fintech and emerging payment systems, 
among others.  Recently, she served as a member of the Executives’ Meeting of the East Asia Pacific 
– Working Group on Payment and Settlement Systems (EMEAP-WGPSS) Study Group on Digital 
Innovations (SGDI) tasked to conduct in-depth research on fintech developments in EMEAP region to 
determine policy recommendations for central banks.

Ms. Salud is a Certified Public Accountant (CPA) and a Certified Information Systems Auditor (CISA).  
She graduated Master of Science in Computational Finance (MSCF) in De La Salle University in 2014 
and passed the Certified Information Security Manager (CISM) examination in 2016.

Cavan O’Connor-Close is Manager, Prudential Operational Policy at 
the Reserve Bank of New Zealand. His policy responsibilities include 
governance and prudential disclosure requirements as well as risk 
management guidance for banks, insurers and non-bank deposit takers. 
His team also has policy responsibility for financial market infrastructures. 
Cavan’s team leads Reserve Bank policy work on cyber risk and fin tech.

Prior to joining the Reserve Bank, Cavan spent several years working at 
the Ministry of Economic Development in New Zealand, the Government 
Economic Service in the UK and at the European Commission. Cavan 
is a trained economist who holds an MA (hons) in Financial Economics 
from the University of Dundee, UK, and an M(Phil) in Economics with 
Development from the University of Cambridge, UK.

Cavan O’Connor-Close
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Gregory Sim is Executive Director and Head of Cyber Partnership & 
Government Strategy (APAC) for Standard Chartered Bank. Prior to that, 
he spent 23 years of his career in financial services sector and has held 
various security leadership role during his tenure with former   employers   
including   Citigroup,   Credit   Agricole   and   Singapore   Exchange.

Gregory is active in industry-level steering committees and working 
groups. In 2014, he co- founded World Federation of Exchanges (WFE) 
Global Exchange Consortium with NASDAQ to counter cyber threats in 
financial exchanges globally. As an accomplished practitioner, he has been 
invited to speak at regulator’s workshops, industry roundtable forums and 
panel discussions to share best practices in cyber resiliency, technology 

Gregory Sim 

risk management and cybersecurity. In 2017, he was invited to United Nations’ RIAS annual plenary 
meeting of which he called for heightened inter-governmental cooperation in countering cybercrime. Most   
recently,   Gregory   discussed   importance   on   cyber   partnerships   and   policy harmonization during 
2018 ASEAN Finance Ministers & Central Bank Governors’ meeting in Singapore.

Gregory is the Chairman of Association of Banks in Singapore (ABS) Standing Committee on Cyber 
Security (SCCS), and a Subject Matter Lead for ASEAN Bankers Association’s Committee for Cooperation 
for Finance, Investment and Trade (COFIT). He also sits in the MAS Financial Sector Technology & 
Innovation (FSTI) POC Scheme Evaluation Panel.

Tan Yeow Seng heads the MAS Technology Risk and Payments Department 
which is responsible for cybersecurity strategy and policies for the financial 
sector, supervising financial institutions’ technology risk management and 
the safety and efficiency of payment systems. In November 2017, Yeow 
Seng was appointed as MAS’ Chief Cyber Security Officer (CCSO) whose 
role involves strengthening the cyber resiliency of MAS and the financial 
sector.

Before assuming his current role, Yeow Seng headed the MAS Technology 
Risk Supervision Division and the Technology and Infrastructure Office 
which is part of the MAS FinTech and Innovation Group. In his technology 
risk supervision role, he led a team of specialists to perform supervision 

Tan Yeow Seng

of technology risk management and cyber security practices in financial institutions. In the FinTech 
area, Yeow Seng was responsible for regulatory policies and strategies for developing safe and efficient 
technology enabled infrastructures for the financial sector.

Yeow Seng also held other positions in MAS which included Director, IT Applications Division and Deputy 
Director, Markets and Clearing Houses Division.


